A visual cryptography scheme encoding multiple secret images into two ring shares is proposed in this paper. In the secret sharing process, two shares are produced by the marked areas and the basis matrices of (2, 2)-VCS. Using ring shift right function, the secret images are recovered by stacking two shares. The security and contrast properties of the scheme have been proved. Compared with the previous ones, the scheme makes the number of secret images unlimited. Furthermore, the pixel expansion and the relative difference are improved greatly.
Introduction
Secret sharing, proposed independently by Shamir [1] and Blakley [2] in 1979, is an effective method for a group to protect the confidential information. The principle is encoding the secret into some shares to be distributed to a set of participants. Only the qualified sets of these participants can recover the secret, whereas the unqualified sets learn nothing about the secret. Most secret sharing schemes are based on the finite field arithmetic, which are mainly realized by the computer.
As a new secret sharing technology, visual cryptography scheme (VCS) was introduced by Noar and Shamir [3] in Eurocrypt'94. The dealer encodes a secret image into shares to be distributed to n participants. These shares, when printed on transparencies, can be reconstructed simply by overlapping them. Since the security of VCS is equal to "one time pad" [3] and the reconstruction is performed without any machine, many researchers pay much attention to this domain. In recent years, the main results of VCS include the general access structure [4] , the optimization of pixel expansion and relative difference [5] [6] [7] [8] , grey and chromatic images [9] [10] [11] [12] , etc. However, the schemes above can only share one secret image. The participants have to manage many shares when encoding several images, reducing the work efficiency.
In order to share multiple images effectively, Yu et al. [13] present a multi-secret visual cryptography scheme (MVCS) based on the general access structure, in which the different secret images are shared by different qualified sets of participants. Another research interest to recover different images is by overlapping two shares with different positions. Chen et al. [14] have designed (2,2,2)-MVCS to share images S 1 and S 2 into shares T 1 and T 2 . S 1 can be recovered by overlapping T 1 and T 2 directly. S 2 is decrypted also by stacking T 1 and T 2 while T 2 is rotated with angle 90°, 180°or 270°. In order to overcome the angle restriction, Wu et al. [15] and Shyong et al. [16] devise the shares to be circles and encode secrets without the angle's constraint. However, the decrypted images are distorted from square to circular and have less contrast.
Different from the square and circle shares, Hsu et al. [17] propose a scheme to hide two images in two ring shares with arbitrary rotating angles and undistorted shapes. Though Hsu's scheme has no restriction of angle, only two secret images can be encrypted. Based on the ring shares, Feng et al. [18] present another scheme to share much more images using four different visual patterns. Nevertheless, the pixel expansion of Feng's scheme is 3n and the relative difference is 1/(3n), which imply the large share size and the indistinct effect of the decrypted image respectively.
In the above schemes, one share is always used as a mask, while the other one is decided by the secret images and the mask. Therefore, the functions and statuses of two shares are dissimilar, which can influence the parameters of MVCS. Different from the above-mentioned idea, this paper proposes a MVCS based on the regional contrast and the basis properties of (2, 2)-VCS. The secret sharing and recovering procedures are designed with the premise that two ring shares are divides into some marked areas. The effectiveness of the scheme can be also guaranteed, which contains security and contrast properties. Furthermore, the two shares have the same statuses, and the pixel expansion and relative difference are improved obviously.
The rest of this paper is organized as follows. Section II briefly reviews (2, 2)-VCS and the region contrast. In Section III, some basic definitions on our scheme are given. As the main part of this paper, Section IV designs the multi-secret sharing and recovering procedures, and discusses the effectiveness of the scheme. The parameters analysis and experimental results would appear in Section V. Section VI concludes the paper.
Related Studies
As the earliest visual cryptography scheme, (2, 2)-VCS is used as the basic unit in our scheme. The encoding principle is easy to understand ( Table 1) . A white pixel is shared into two identical blocks of a white sub-pixel and a black one. A black pixel is shared into two complementary blocks. Any single share is a random set of blocks. When two shares are stacked together, the Hamming weight of block is either 1 (corresponding to an original white pixel) or 2 (corresponding to an original black pixel). Therefore, the reconstructed image can be recognized.
The traditional scheme requires every pixel to satisfy the contrast condition. Actually, the secret can be successfully reconstructed as long as human eyes system can distinguish the difference between black and white regions, not every pixel. Therefore, if the blackness expectation of blocks corresponding to black pixels in secret images is bigger than the white ones, a visual cryptography scheme can also be realized [5] . The idea is also utilized in this paper, which would be discussed in detail in Section IV.
Basic Definitions
Since the scheme design is different from the previous ones, some basic definitions related to the scheme are introduced first.
Assume that the secret images S 1 , S 2 , , S n are sized X× Y, where Y mod n ≡ 0. In the scheme, share A and share B are both constituted of X× Y sub-pixel blocks. Each sub-pixel block corresponds to n pixels of secret images, consisting of one pixel in every secret image at the same position.
Definition 1 (Marked Areas). Each sub-pixel block is denoted by a 2× n Boolean matrix. Every column in matrix is called an area, which can be marked from 1 to Y (Fig. 1(a) ).
As like Feng et al.'s scheme, the secret images are encrypted by row in this paper. Therefore, the pixels of each secret image are marked by column ( Fig. 1(b) ).
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The areas in A and B have different marks. And each i-th area is related to one pixel of S i according to the same mark. In share A, the order of marks in all i-th areas is same as S i . In share B, the marks of all i-th areas are shown in Fig. 2(a) . If i=1, the mark orders of all i-th areas and S i are uniform.
The marks in different areas are independent, which are decided by different secret images. Two shares with complete marks are given in Fig. 2(b) and Fig. 2(c) . 
The Proposed Scheme
This section proposes the multi-secret sharing and recovering processes of the scheme. In the sharing process, the shares are generated by area marks and the basis matrices of (2, 2)-VCS. Different from the multi-secret sharing, the secret images can be recovered easily by stacking share A and rotated share B. Meanwhile, the effectiveness of the scheme is proved in this section. The secret images have to be preprocessed by extending the width of images to satisfy Y mod n ≡ 0. ] are basis matrices of (2, 2)-VCS. B 0 (B 1 ) is selected to encode the white (black) pixels of secret images. In the sharing process, choose a pixel of the secret image and confirm the basis matrix M first. The areas of two shares, corresponding to the selected pixel, are evaluated by P(M). P(M) denotes the random permutation of matrix B by column. The specific multi-secret sharing algorithm is as follow.
Multi-secret Sharing Algorithm
Input: Secret images S 1 , S 2 , , S n Output: Two shares A and B
Step 1: Adjust the size of all secret images to Y mod n ≡ 0.
Step 2: Select the secret image S i , where i=1.
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Step 3: Initialize the process row r=1 of S i .
Step 4: Choose the k-th pixel in row r with k=1.
Step 5: If the color of the selected pixel is black, C= P(B 1 ). Otherwise, C= P(B 0 ).
Step 6: Fill the i-th area marked k in row r of share A (B) with the first (second) column of C T .
Step 7: If k<Y, return to Step 5 for the next pixel with k=k+1.
Step 8: If r<X, return to Step 4 for the next row with r=r+1.
Step 9: If i<n, return to Step 3 for the next secret image with i=i+1.
Step 10: Out put the shares A and B. In contrast with the sharing procedure, the recovering of the secret image is very simple. S i can be recovered when the marks of the i-th areas in shares A and B are same. In light of Definition 2, the participants can identify S i by stacking share A and R(B, i-1) , which is shown in Fig. 3 . Fig. 3 . The procedure of secret recovering
Effectiveness Formal Proof
The effectiveness of visual cryptography scheme contains two aspects: security and contrast. The security means a single share can not leak the secret information, while the contrast means human visual system can recognize the secret images after overlapping two shares. They would be discussed respectively.
Theorem 3 (Security). Any information can not be taken from a single share. Proof. Each area in share is composed of a white sub-pixel and a black one, no matter the color of the corresponding secret pixel. Furthermore, the order of the sub-pixels in area is decided by random permutation. The probability for adversary to get the secret image by a single share is equal to guessing the secret images directly. In other words, ( | ) ( | )
, where H denotes the entropy and
. Therefore, the security of the scheme is perfect. T or [1, 0] T with the same probability 1/2, no matter whether the corresponding secret pixels' colors are same. The reason is the two areas are generated by twice random column permutation of the basis matrices.
To sum up, the expectation of the i-th area's Hamming weight is (1+2)× 1/2=3/2, after stacking share A and rotated B. 
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In terms of the marking statement, the marks of share A and ( , 1) R B i − are same only in the i-th areas.
In accordance with Lemma 4, E[w(0,  
, and
, the blackness expectation of blocks corresponding to black pixels in S i is bigger than the white ones after stacking shares. In conclusion, S i can be taken by share  A and R(B, i-1) . 
Experiments and Analyses
As the fundamental parameters in visual cryptography, the pixel expansion and the relative difference are always used for measuring schemes. The smaller pixel expansion and the bigger relative difference mean the smaller share size and the better recovering effect, respectively. In our scheme, the size of sub-pixel block is 2n, and the Hamming weight expectation difference between original white and black pixels is 1. Therefore, the pixel expansion is 2n and the relative difference is 1/(2n).
The comparison between our scheme and others is shown in Table 2 . Table 2 . The parameters comparison
Number of secret images
The scheme in [17] The scheme in [18] The proposed scheme Pixel expansion Take 4 secret images for an example. Fig. 4 gives the original secret images, 2 shares and 4 recovered secret images. '+' means the overlaying operation. From this experiment, it is obvious that any information about secret images can not be taken by share A and B separately. The recovered images can be seen clearly by overlapping share A and ( , 1)(1 4) R B i i − ≤ ≤ . Therefore, the experimental results demonstrate that the scheme is feasible. Fig. 4 . The secret images, shares, and recovered secret images Advanced Engineering Forum Vols. 6-7 347
Conclusion
A modified multi-secret visual cryptography scheme has been proposed in this paper, in which any amount of secret images is encoded into two ring shares. The scheme is based on (2, 2)-VCS and marked areas, which are different from previous schemes. The novel design makes better visual effects, as well as perfect security. The scheme is only suit to two shares too, thus how to extend to (k, n) threshold scheme is our future work.
